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As the security ramifications of destructive new technologies such as artificial intelligence (Al), semicon-
ductors, quantum, and advanced biotechnology are rapidly unfolding around the world, a sophisticated
analysis of the potential risks of these new technologies is needed. This project puts together various data
and analyses to enhance Korea's international leadership in the responsible development and use of
new technologies as a global pivotal country by analyzing the security use of new technologies, such as
the military use of Al, as well as the implications of changes in domestic and international diplomatic and
security situations. It also and aims to build a network of experts in the interface of emerging technologies

and security issues.

The technology session of the World New Security Forum on 5th of December 2023 was held with a panel
of eight experts under the title “Navigating New & Emerging Security Paradigms in Al-Driven World.” Key
discussions and recommendations include: avoiding excessive regulation of new technologies such as
Al, but improving the ability to analyze actual security risks in a concrete and scientific manner, and es-
tablishing multistakeholder governance due to the increasing complexity and convergence of new tech-
nologies. With the ever-greater entanglement of technology and policy/governance, the following recom-
mendations were made: (i) Make a sober assessment of emerging technologies, while avoiding alarmism,
(i) Raise capacity for agile governance with multi-stakeholder collaboration, and (iii) Involve scientists

seriously in the decision making involving technologically complex issues.

In addition, about 110 international and domestic experts in the interface of emerging technologies and
security were identified, focusing on artificial intelligence, cyber security, quantum science technology,
advanced biotechnology, and nanotechnology, with 20 of them engaged in in new technology session
at the World New Security Forum and the domestic expert roundtable. In particular, the domestic expert
roundtable and interviews with domestic experts on security implications of emerging technologies em-
phasized multi- or cross-ministerial cooperation on new technology security in view of the rapid devel-
opment and military use of new technologies and noted the need for the South Korean government to
develop a comprehensive strategy as a middle power in light of US-China rivalry in the technological and

military domains, differentiated by technological capabilities and geopoalitical contexts.
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7| SEUHSEEQN F7IA0[H 7|2 HE S4] SHAIZ('23.05.).
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(Quantum Science 2315 SN2 ZEY,  UXt ZEY 25t 7182 A, #TZEE S02 2 ) 2021~23
& Technology)) ~ S4L MM S HEIlE  UXHAHIN SHE R7OIRA| ) Mol 74E 2 (& : Gartner.com)
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A Rl AP % 5 §
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Hio|QOHLE WalR,  (HPC) 28) 2 BRI, 2023) ST IR e Smem e T e ——
HIO|ZA, 20| S 0] EHMEs HEO| Ot = T|O|E{HH|0] A Bt} 17| 20234
AH=|0| QoIS xjct gl MEst @7 O AIO|H Ot XM O 2 SHH Mk
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=sHZME, 2023) 2023)
H
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2018).
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(EX: 27HHE 9|, 2023)
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EV ) OfsB10f oig BIX|C St | |2 OER 90| | [ ARl Chgt 2t | | of =t xid
Aeaz2 | oz oixigiold | | ol meiol | | A AT R | | 4% T ok
25 4 A[ECHAS EECHAS 23 Tt
- Al 7|=0] 25t X' 37| 7HE L SH0| AtO|2S H|wsh EH MAM3 Al 2021410
a2 GPT GPT-2 | GPT-3 GPT-35 | GPT-4
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IZ = uDLJ_._ A2 HAXNME J SN [o(AGQE; e AbsE E2 g 10| OFL|2} 27| MIAIL M2 X |.9|: HIA|, AK| L TP ME 230 S 2L QAL ZOF0A]
A ORH +IHFHO| 717712 2E 5 HAZ FE6HHM AGIZHESHE 7HE0|IM O] 42X

= T 0|2 FQ| QAL HILE S{AI2 0|21 Q2.
IWEC = TSIt F=EEHGoogle DeepMind, 2023). |2HE2] LS MRS S 012

- Ale 29| 0|5 7|aIiH AM™MO| siA JT|&2 M Al HAHIIYZA S22 EAL ZHE
Moj| 22X ™S HM|7|6t US(Lee, 2018; Allison, et al., 2021; Allison & Schmidt
2020; Stokes, et al. 2023).
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Different Levels of Al according to Capabilities

Level 5: Superhuman

outperforms 100% of humans

e Narrow: Alpha Foid (predicing o protein's.
3D structure from sn amino acid sequoence)
Generalk Not achieved yet

Level 3: Expert

al least 90 percentile of skilled ooults

Level 4: Virtuoso
of loost 99th percentile of skiled odults

Marrow: speling and grammar chocks (o.g.
Grammary), generative IMages (0.9,
Midjourmey)

General not achieved yot

Level 2: Competent

at loast Sth percentiin of skied Gaults

Narrow: smart speakers, LLMs for specific

tosks [like e3soy witing)

General: Mot achioved yot Level 1: Emerging
equal to oF somewnot better than on
unskifled human

Narrow: 3impie fube-Bosed syslems

General ChatGPT, LLama 2. Bard

without Al (o9, compilars)
General human-In-the-loap computing,
g Mechanical Turk type of applications

Level 0: No Al
Marrow: task-specific computer programs.
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T OR|7|20| MES F7H ZEIpor IL' +Moonshot Z2HE = [l .
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5), PH ARASSHURILSHA-POAMH, ROIHA 210 YA |20 23S HS Sof
HIO1-HA TIOIEIS QIRIBIH S441 71S), 914 YRS SHEA Bt HZ, 257
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HO|S 7152l 35 F25e MEL A NI X4HMOR HEET US4 42
BE1S471272/(23-'32), 2023)
- HEHI0IQTIS2 715 #3, MY BE S 329 030 B35 /I3t VIe2M 138
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Brockmann et al., 2019).
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structures) S22 LIE(H3lE] 2|, 2019)
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SREMAR(21~30) 28 & CHT R L7 |sSiUdA 2lE 8o HE X X0

 MS F=EA = 25 s HE 5.

mor A &

oA

>~

Vision Vision
P ULz -

Strategy Strategy Strategy Strategy
O BN ST O UEE i EEawy | | @ ORRMES307 O SRIRE L AIs;
Uz uEs sy O oEE YEt 7k Y g
Qo 7= [ R ]
7] Y ET| R

O e ||oxssanssn ||@ocaensun
ez © A2

€ EHaEDN T 12 | | @ Tl 07nE)

@ ORHE Lo &
e

O Li-sM TRISS

@ Lii-7|22 1 HEHOR u-2AL HOMME CIYsH ER51 S
- (LAY 23} HES) L MAS 225101 45tst 93] 248 MHHOR Algsio] 2
Olo| MZ A a7} IHS5HD, AT LS S5 SSULIXIZ B4E 4 U= HES T
0| K5 E5t w2 QUL TSNS BT 4 Qs PYs} WEED HEY| HY 4
ES AAIZF BLIEIZIGHS MAIS SAIG10 S 4717 HEXISI0 284S 52 4+ YUS.



024

: oLt Zar2(0] FhE|T Al
0 2144 FBH DINLIS T 281 OFLIRY, TS e +

- (RA7H=H AOE U 2R) L2210} QIZAIS0] ZRIE 0] LIEH X7t

Z2H AOE Lt
EEE2 IAHROM XVt SVt 7tScHH, HEE QISXSE ol FUE UFE 22X
O = ol = US. 0|2 Salf 7|&2| &2 YHEHAS HOEN =H| 20| =FE BXS
EtAE 4= Ql2(Kosal, 2014; Maj Patrick M., 2019).

@ =0 2OIX| = LIk |=2 SREYCE LikJ|E fXl= I OEL, TUZM =
% 2O W27 0]4] OILPEH Z20fofl SFEE HHZEE Z2HQl SH7L oS

1l O
-&7| & 2Eet =g YA 2P HEE O SE2 KRR L/ &9 2tEnt Qx|
Off CHer =-g0i| tHet @ei= HSotl U=H ZAHZO0A L7 |&2 2220 & 2H|
l

— o OlL- XK
Of0l| tt =] 2t S0|11 F717H 7|52 & RI0|= U ME=0 Vs =
0| A5t QIS (Kosal, 2014; Maj Patrick M., 2019).

3-1.4Ul& ot
|

B 5:0= 200 e MSTI=E
(BX: 22 e |aguge
AH|A, 2020)

Emerging Technologies and Emerging Security Issues: O 2 5
Global Collaboration for Responsible Development and
Deployment of Emerging Technologies
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Technologies, 20.10.),2| 31X & F SILIZ =7} QtHE S4g STISIEE MAIMC

[, O|F H|X5H 417|=2t AlO|H SH2| FL ot M- Mel-HE N SI5H= FMIY.
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2 Qlot HAA Iio 7ts40| AR =2 0|1, 7|&EL| £HE2 A0|H 3422 0l
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- 2000FCHEH Oj=2 AO|HQIEH LS| ZR-88 XSO 2 LA '=7tE M (National
Security Strategy, 22.10.) ,0ilA] AFO|H{ R Z| ! {30l Chet S22 SHEE 2o =M
2 5ot 55 HE8S L=t 0|F, ‘Af0|H QIR E SXOZ $F =27t ALO|H] QHE MY
o National Cybersecurity Strategy,23.3.),, =27} AtO|H Ot X2F A|3HOH(National
Cybersecurity Strategy Implementation Plan,23.7.),& X2 &2 oHH M M2k
TESIBHZEH 2], 2023).
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9 L]
40% ' + % of U.S. adults who say that overall, the increased use of artificial intelligence computer programs in daily life Concern about artificial In‘lelllgence in
makes them feel ... daily life far outweighs excitement
5% More mm:‘"‘ E'l"'":: W“::d"""' “:""' W“"’::“":" % of U.S. adults who say the increased use of artificial
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following when asked what the main reason is each of the following when asked what the
for their view main reason is for their view 36
31 Makes life, soclety better 19 Loss of human jobs Equally
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ok 7 Other 2 Human bias coded into Al 2093
2 Lack of oversight and regulation
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50%
- J219: QAo 1220 Al 8 91| s}
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30% -
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=

26 36 - 23

o
2

‘sn

Percentage of respondents

Mean: 1.74 (MOE: +/-0.04); N = 1012

T
T
40.0%
T =1
T H
20.0% T
iC
oo 7 17 45 - 27 0
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N =510 N =510
Control § —.— —.—
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E nationalist
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0.4 05 06 07 0.4 0.5 0.6 07
Agreement/disagreement with statement
(-2 = Strongly disagree; 2 = Strongly agree)
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Executive Summary

Today, emerging security threats ranging from cyber threats and new technologies to climate
change are rapidly on the rise. Raising awareness and strengthening international cooperation
to address such threats has never been more important.

Given the multifaceted nature of emerging security threats, mobilizing the expertise and
capabilities of all relevant actors including governments, the private sector, international and
regional organizations, and academia is critical.

In this context, the Republic of Korea launched the World Emerging Security Forum (WESF)
in 2021 to promote a shared understanding of today’s changing international security
environment and shape global discussions on ways to effectively tackle emerging security
threats. By bringing together a wide array of stakeholders, WESF aims to promote neutral
and balanced discussions that anchor collective interests.

In this year's report, WESF builds on the discussions of previous years and seeks to delve
deeper into the impact of threats on the international security environment, with an emphasis

on cyber threats and artificial intelligence (Al), and possible ways to address them.
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No single day goes by without technological invention or innovation within and across
nations. When confined to university or corporate labs, novel technologies remain only as
ideas and imaginations. Like the genie out of the bottle, however, new technologies bring
about unexpected consequences of often enormous magnitude and scope, nationally and

internationally.

For instance, the rise of Al-generative deepfake has fueled disinformation, posing far-
reaching ramifications for national geopolitical information security ' i. Drone warfare has
become so conventional that it is hard to imagine how future wars can be waged without
drones. Furthermore, while quantum computing is hailed for its potential to speed up new
drug discovery, financial analytics/trading, and other cutting-edge applications, it poses
unfathomable security threats to the integrity of the digital world. Nano-scale fabrication of
organic and synthetic materials has opened up new possibilities for medical and industrial
production; ironically, the same technologies invented for life and prosperity can be deployed

to make new toxins or chemicals to cause death and harm.

Indeed, what is really at stake is humanity's broader rethinking of the meaning of security
in this brave new world of technology-security coupling. We need to ask whether there is
a need to redefine the meaning of security in the era where the fast-paced development of
Al and emerging technologies is not only promising to revolutionize various sectors of both
national and global economies but also introducing new risks and threats. In the political
arena, for example, the world needs to rethink political security and the future of democracy,
when powerful algorithms are used to influence political outcomes. The role of Cambridge

Analytica and the 2018 US elections underscore the scale of the threat and risks in politicsii.

Similarly, the emerging Al-powered technologies call for rethinking economic security. As
governments in major economies embark on unhinged investments in Al and underlying
technologies such as semiconductors, they should also begin to ask how they will safeguard
economic security in the age of Al-powered automation because of its impacts on productivity,
livelihoods, and standards of living now and in the foreseeable future™. Nations need to ask
whether they are investing and developing the wrong kind of Al and if there is a need to
refocus on investing in the “right kind of AI” to guarantee better economic and social security
v Governments need to ask what they are going to do with the productivity paradox raised
by Al and automation, whether they should start preparing for a world without work, and its

potential implications for economic security.

Furthermore, Al-powered tools are reshaping the very foundations of our societies and
nations, impacting their social and cultural fabrics. The ongoing transformations raise

new questions and threats to nations’ social and cultural security. Currently, Al-powered
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applications permeate virtually every aspect of individuals’ daily lives, from shopping to
transportation, profoundly influencing social interactions and even determining outcomes

such as who remains incarcerated or is released from jail*,

The breadth of these applications is as extensive as our personal experiences, yet our
understanding of their consequences and the emerging risks associated with such technologies
remains limited. There is an urgent need to deepen our comprehension of Al's effects at the
individual level and understand its implications for the future of social justice. In this era
characterized by the dominance of “surveillance capitalism,”™ governments must expedite
the redefinition of individual privacy, safety, and data ownership and storage. Furthermore,
governments must reconsider their approaches to technology governance and regulation of
Al technologies. What is worrying (or should be a point of concern across the board) is that
current governance structures are struggling to keep pace with the rapid advancements in Al

technologies.

This report focuses on in-depth discussion and understanding of emerging security
implications, threats, and risks inherent to new emerging technologies. The report while
avoiding “alarmism,” makes a sober assessment of emerging security risks and challenges
from disruptive technological innovations to foster a greater understanding of the multifaceted
security landscape associated with these innovations. We hope that through collaboration and
knowledge-sharing on the potentials and pitfalls of new emerging technologies, nations can
work towards proactive solutions to safeguard our societies, economies, and global stability

in an increasingly tech-driven world.

The report broadly focuses on the following questions:

® What are new technological innovations coming out of labs or in the market that need
particular attention from policymakers and relevant stakeholders?

® What are specific risks and threats that those innovations may pose for national and global
security?

® What are emerging regulatory and governance best practices to safeguard the security of
various dimensions from those potential harms? How can we benchmark and proliferate

them globally?
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Table 1. Key Experts in
Each Technology Domain
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With a focus on shaping a new understanding of emerging security issues posed by Al and
emerging technologies such as biotechnology, nanotechnology, and quantum among others,
we invited world-leading experts to share their insights through the roundtable and extensive

interviews. Their in-depth insights are critical in shaping global understanding of new

technological-security paradigms.

NAME

Title

Technology Domain

Prof. Xue Lan

Dean of the Schwarzman College and Dean of the
Institute, Institute for AI International Governance of
Tsinghua University

Al Global Governance
Expert

Prof. Landry Signé

Executive Director and Professor, Thunderbird
School of Global Management in Washington, D.C.;
Co-Founder, Fourth Industrial Revolution Global
Initiative; Senior Fellow, The Brookings Institution;
Distinguished Fellow, Stanford University

Fourth Industrial
Revolution Expert

Prof. Gerald Epstein

Contributing Scholar, Johns Hopkins Center on Health
Security, Former Advisor, White House

Biotechnology and
Emerging Technologies

Prof. Adrian Mihai

Professor, Ecole Polytechnique Fédérale de Lausanne

Quantum Computing

Tonescu (EPFL) Thought Leader

Dr. Vikram Sharma CEO and Founder of Quintessence Labs Quantum Computing and
Cyber Security Thought
Leader

Dr. Youssef Travaly

Executive Chairman of AllSightsAfrica

Al, Semi-Conductors, and
Emerging Technologies
Expert

Hon. Mohamed Shareef

Former Minister of State for Environment, Climate
Change and Technology, Maldives

Expert on Emerging
Technology Government
Policy

Prof. Jaejin Lee Dean, Graduate School of Data Science, Seoul Al Technology Expert
National University
Dr. James Revill Head of the Weapons of Mass Destruction and Space Expert on Emerging

Security Programmes at the United Nations Institute
for Disarmament Research (UNIDIR)

Technologies and Space

Dr. Andraz Kastelic

Researcher at the United Nations Institute for
Disarmament Research (UNIDIR)

Expert on Cyber Stability

Prof. Duk Choi

Associate Professor of Quantum Science and
Technology, Australia National University

Quantum Computing and
Global Collaboration

Please see the appendix for a detailed bio of the experts.
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and Emerging
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Global Security
and Prosperity
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By Prof. Landry Signé

“Today, I stand before you to discuss a phenomenon reshaping our world — the Fourth Industrial Revolution.

This revolution is not just an evolution, it's a transformational shift, marking a new era where digital,
physical, and biological realms converge, epitomized by groundbreaking developments like generative Al
and the metaverse. As we navigate this moment of "punctuated equilibrium," it's essential to understand the
monumental changes, opportunities, and challenges it brings .

- Prof. Landry Signé, Executive Director and Professor, Thunderbird School
of Global Management in Washington, D.C.; Co-Founder, Fourth Industrial
Revolution Global Initiative; Senior Fellow, The Brookings Institution;

Distinguished Fellow, Stanford University

Key Message

The 41R is a way to acknowledge, describe, and understand a range of ongoing changes in how
the world functions, including the convergence of frontier digital, physical, and biological
technologies epitomized by generative Al and the metaverse. These changes are driven
by a shift in the pace, velocity, and scope of co-evolution in technological developments,
production systems, and social behaviors, a moment of “punctuated equilibrium” as socio-

technological beings.

While generative Al and the emerging technologies associated with the 4IR are positively

transforming the world and generating benefits for humanity, they also come with fast-
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growing and ever-changing national and global security implications, harms, threats, and
risks. What are some of the most consequential emerging and frontier technologies associated
with the 4IR? What are the emerging harms, threats, risks, security, and cybersecurity
challenges related to these technologies, particularly generative AI? How can policymakers,
business leaders, and stakeholders collaborate to build a safer and more secure world during
this rapid technological revolution? How can we better regulate generative Al and emerging
technologies globally and use them more effectively to create a safer, more secure, better

governed, inclusive, and prosperous world?

Professor Landry Signé systematically examined key trends, opportunities, risks, and
strategies concerning generative Al, emerging technologies, security risks, and their
implications for technology governance. He provided insights to shape understanding,
assessing, securing, and governing emerging technologies and generative Al for advancing
national and global security and prosperity. He gave special attention to the imperative of
agile governance, technology policy, and multistakeholder collaboration, whether nationally
or worldwide, including the partnership between the Global South and the Global North,
recognizing their crucial role in navigating the challenges and harnessing the opportunities
presented by the 4IR.

The major challenge is pacing challenge where technology such as Generative Al overtakes
the ability to govern the technology. Further, generative Al has shown that it is possible to
hack in a couple of minutes the government's digital infrastructure in developing countries.
Similarly, technologies are now shaping public policy and democracy, and it's important to

get governance right.

He emphasized that with great power comes great responsibility. The rapid growth of these
technologies brings with them significant national and global security implications. For
instance, the use of Al in autonomous weapons systems raises ethical and strategic concerns.
The proliferation of deep fakes, enabled by generative Al, pose a threat to the integrity of

information and has significant implications for personal and national security.

The risks associated with these technologies are diverse and evolving. Cybersecurity threats
are escalating in complexity and scale, targeting critical infrastructure, financial systems,
and personal data. The misuse of Al in surveillance and data manipulation pose threats to

individual freedoms and democratic institutions.

To address these challenges, collaboration is the key. Policymakers, business leaders, and
stakeholders must work together to develop frameworks that ensure the safe and ethical use

of these technologies. This involves creating regulations that are adaptable to the fast-paced

4.

Biosecurity
and Emerging
Technologies:
Reflections

on Emerging
Questions for
National and
Global Security
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evolution of tech, promoting transparency and ensuring accountability.

Effective regulation of generative Al and emerging technologies is crucial. This means
establishing global standards and practices that balance innovation with security and ethical
considerations. It's about harnessing the potential of these technologies while mitigating their

risks.

Our shared goal as “humanity” should be to use these technologies to create a more inclusive,
secure, and prosperous world. This involves leveraging Al for sustainable development,
improving healthcare access, and driving economic growth while safeguarding against

potential harm.

All these call for agile governance and multi-stakeholder collaboration, which are increasingly
essential in this rapidly changing landscape. We need policies that are flexible and responsive
to technological advancements. Multi-stakeholder collaboration, including partnerships
between the Global South and Global North, is critical in sharing knowledge, resources, and

best practices.

“As we stand at the cusp of this technological revolution, the decisions we make today will shape our future.
It's not just about adopting new technologies but about adapting our societies, economies, and policies to
harness their potential responsibly. By working together, we can navigate the complexities of the Fourth
Industrial Revolution and steer toward a future that is secure, inclusive, and prosperous for all”.

By: Prof. Gerald Epstein
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1

Rebecca Mead, “Margaret Atwood, the
Prophet of Dystopia,” The New Yorker,
April 10,2017, https://www.newyorker.
com/magazine/2017/04/17/margaret-
atwood-the-prophet-of-dystopia
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“Canadian author Margaret Atwood once said, “With all technology, there is a good side, a bad side, and a
stupid side you weren t expecting”.

I'm not so sure about the “stupid” side, but she was right about “unexpected”. What we’ve learned is
that unexpected or unforeseen effects of a new technology may dominate over whatever effects had been
anticipated”.

- Dr. Gerald Epstein, Contributing Scholar, Johns Hopkins Center on Health

Security, Former Advisor, White House

SUMMARY

Modern technologies are not required to produce biological weapons, but they can widen
the set of people able to produce such weapons and exacerbate the harm that can result.
The fact that all biology is based on a digital system — the genetic code — is driving a
convergence between biotechnologies and information technologies, a convergence that
is not only supercharging the development of biotechnology, but is also introducing some
new dangers. In particular, there are some very concerning scenarios regarding how artificial
intelligence (AI) can intensify biological risks. Artificial intelligence developers are working
with biosecurity professionals — those people who are working to mitigate biological risk,
especially the risk of deliberate misuse -- to explore these risks and to consider safeguards
that might mitigate them. At this point, however, neither the magnitude of the risks nor the
potential effectiveness of the safeguards is well understood. It is clear, however, that some
actions that might be taken today — such as putting advanced Al models completely into the
public domain — are not only irreversible, but might preclude the ability to implement some of
these safeguards. Given the incredible benefits that Al and biotechnology can bring, we need
to be very careful before imposing measures that might slow these fields down. On the other
hand, slowing down something growing at an explosive pace could still leave it growing at a
slightly less explosive pace. If that delay buys us all some safety, it’s a good tradeoff.

ASSESSING EMERGING TECHNOLOGIES

Canadian author Margaret Atwood once said “With all technology there is a good side, a
bad side, and a stupid side you weren’t expecting”. Whether or not she was right about the
“stupid” side, she was absolutely correct about “unexpected”.! What we’ve learned is that
unexpected or unforeseen effects of a new technology may dominate over whatever effects

had been anticipated.

For example, the initial estimates of the demand for photocopiers were vastly underestimated

2

Jeffrey Ding and Allan Dafoe, Engines
of Power: Electricity, Al, and General
Purpose Military Transformations,
Cambridge University Press, February
2023, https://www.cambridge.org/
core/journals/european-journal-of-
international-security/article/engines-of-
power-electricity-ai-and-generalpurpose-
military-transformations/7999C41177B0C
2A7084BD3CIEACOE219
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because they were based largely on the size of the carbon paper market — estimates that
totally missed the transformational value of having the recipient of a document able to copy
it, not just the originator. Similarly, when electricity first came on the scene, most predictions
of how it would affect warfare envisioned electric weapons — say, directed lightning bolts
.2 But its most significant effects proved to be more subtle, and yet more transformational
— in logistics, in communications, and in increased industrial productivity, which greatly

improved the ability to produce all types of military hardware.

CONVERGENCE

Perhaps the most significant transformation in the field of biotechnology has come from the
recognition that all biology is based on a digital system — the genetic code. Every organism
on earth is defined by its RNA or DNA — and in particular the sequence of the chemical
base units -- the As, Cs, Gs, and Ts that, when strung together, constitute that full RNA or
DNA genome. This digital nature of life is not confined to the genome. Proteins — those
molecules within living cells that build structures and perform essential functions such as
catalyzing critical chemical reactions can also be characterized by a string of letters, each
one corresponding to one of 20 amino acid building blocks that make up all proteins. These
amino acids, when strung together in a particular linear sequence, determines a protein’s

structure and therefore its function.

This recognition that life is digital at heart is driving convergence between the biological
sciences and the information sciences. We can now bring all of the statistical and artificial
intelligence (or Al) tools that have been developed to analyze large datasets to bear on
genomic and other biologic datasets, allowing us to decipher — and increasingly to predict
and to program — the operations of life. This ability is tremendously empowering, but it also
means that whatever vulnerabilities are inherent to cyber systems, or to artificial intelligence

operations, now can extend into the biological world as well.

BENEFITS AND HARMS OF BIOTECHNOLOGY

Biotechnology is a perfect example of a so-called “dual use” technology — meaning that the
same science and technology base that underlies its legitimate applications can also be used
for harm. Furthermore, attempts to constrain those harmful applications have the potential to

constrain legitimate use as well.

Biotechnologies are developing at an explosive rate because of their hugely beneficial role
— not just in medicine and health care, but in agriculture, in environmental protection, and

increasingly in a whole range of industrial processes, in many cases displacing older, dirtier,
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and more carbon intensive production technologies. But the ability to manipulate living
organisms in these ways also confers the ability to modify them for harm, such as by creating

more dangerous pathogens.

Modern technology is not required to use biology for harm, although it can exacerbate that
harm. Long before much of today’s biotechnology had been developed, several nations were
able to mobilize major biological weapons programs. More recently, nations around the
world have organized to ban biological weapons by treaty — a treaty that the entire world has
an interest in preserving. Moreover, and increasingly over time, the ability to use biology for
harm has not required the resources of a nation-state. Therefore, preventing malicious use by
nonstate groups or even individuals must also be a high priority — especially since — as the
world has experienced — a single disease outbreak, starting off in a single location, can spread
to become a global catastrophe. There is a vast range of human technologies that can be used
for harm, but very few of them have potential consequences as severe, and as accessibly

attained, as those that biology can cause.

CYBERSECURITY AND BIOSECURITY

In addition to what might be called “traditional” cybersecurity threats such as cyberespionage,
ransomware, or theft of intellectual property, the biotech sector’s heavy dependence on huge
genomic or proteomic datasets opens up additional vulnerabilities. These datasets may be at
risk of denial of service or corruption. Furthermore, the product of advanced biotechnical
manipulation — an engineered organism designed to have a specific function or to make a
specific product — might effectively be stolen just by theft of its genetic code, without having

to take the physical organisms at all.

Consider what might have happened if the genetic sequence used to manufacture mRNA
vaccines like the Moderna and Pfizer COVID vaccines had somehow been hacked, so that
they were no longer effective at triggering the body to make antibodies against COVID -- or
worse, led the body to produce something dangerous. It is important to emphasize at this
point that multiple safeguards exist to make sure that such an attack could never happen, but
this example does illustrate one mechanism by which a cyber vulnerability could lead to a

biological consequence.

Similarly, the automation of laboratory operations -- another aspect of information technology
that is being increasingly utilized in the biotech sector -- could offer additional vulnerabilities to
cyberattack. So effective cybersecurity is essential to mitigate potential harms from biotechnology.
And we all know that no country can defend its cyberspace by itself, given our global

connections.
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ARTIFICIAL INTELLIGENCE AND BIOSECURITY

Looking at other applications of information technology, a great deal of attention has recently
been devoted to how artificial intelligence could exacerbate biosecurity challenges, including
by the barriers to development, production, and delivery of known types of biological weapon,

or by facilitating the creation of more insidious pathogens than nature has yet come up with.

Large Language Models. Many of these risks are not well understood at present. Al developers
and biosecurity professionals have been exploring the extent to which Al tools such as Large
Language Models --- for example, OpenAl’s ChatGPT -- can provide roadmaps for those
seeking to identify, acquire, and use biological weapons, making them more accessible to

those who are not sufficiently technically trained to develop them without help.

One explanation I like for what these models effectively do is from Dr. Natasha Bajema, at
the James Martin Center for Nonproliferation Studies. As she explains it, “It’s like having
hundreds of thousands of graduate students conducting Internet research at the same time,
putting together their unsourced, unverified, and outdated results (2021 or earlier), applying
advanced statistics to determine the most probable correct response, and writing up a generic
summary of the average outcome—all of this in mere minutes or seconds. It is not the
“what” (information from the Internet), it is the “how” that matters (breadth of the research
and speed).” These models are not necessarily completely trustworthy today, but they are

improving rapidly.

Even with such a roadmap, would-be bioterrorists would likely need a considerable amount
of “tacit knowledge” — knowledge that can only be acquired by doing something, rather
than reading about it — to pull off an attack. Yet Al can help with this problem as well. If a
would-be attacker gets stuck at some point in the process, Large Language Models can be
very useful for troubleshooting -- but it’s not clear to what extent they would be sufficient to

navigate “tacit knowledge” barriers.

It is also important to remember developing a biological weapon is not just obtaining a
pathogen, but growing it, preparing it for release, disseminating it, and having it able to cause
consequences. (Of course, spreading a contagious agent eliminates many of these steps,
since the agent itself takes care of dissemination.) An attack also requires mastery of logistics,
security, and other operational issues that have nothing to do with biology. A Large Language

Model could help anywhere along this spectrum.

Right now, Al model developers and biosecurity experts are evaluating the extent to which

these models really do lower barriers for users ranging from novices to those with advanced
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skills in at least some of the necessary disciplines. We also have to anticipate how those
evaluations might change as these models improve. In response to Dr. Bajema’s analogy
above for how Large Language Models work, another biosecurity expert responded that if
these models act like hundreds of thousands of graduate students today, not too far off they
will act like that many PhDs, and at some point, they will act like that many world experts.

Others, of course, disagree that the Al models will improve to that extent.

A number of potential safeguards might help deal with the use of Al to develop or improve
biological weapons, ranging from controlling access to the huge amounts of computational
power needed to train the models; limiting the types of data used to train them; or controlling
who is allowed to access the models themselves. Developers are also considering building
technical “guardrails” into the models that would not allow them to answer dangerous
questions. It’s not yet clear, however, how feasible any of these safeguards would be, or what
limitations they would place on those attempting to use these models for legitimate purposes.

Recall that combating natural disease involves similar biological questions.

One thing that seems clear now, however, is that to the extent these models might pose
dangers, allowing them to be released into the public domain without control — as some
models have been to date -- precludes the ability to implement many of these safeguards,
since there would be no ability to control who used them, and public release would likely
make it possible to engineer around any technical guardrails governing what these models

would be allowed to say.

Biodesign Tools

In addition to broadening the pool of those who can use biological systems, Al tools could
also be used to help experts design pathogens or toxins having features more harmful than
those nature has, or is likely to, come up with. A range of expert Al systems known as
“biodesign tools” have been able to solve longstanding biological problems that have eluded
decades of scientific effort, such as the ability to predict the structure of a protein when given
its amino acid sequence. This ability, in turn, might allow biologists to determine a protein’s
function from its sequence. Ultimately it may be possible to turn that around, starting with
a desired function and from that deriving the amino acid sequence necessary to achieve it.
Generalizing from proteins to genomes, it is conceivable, although if so still off in the future,
that Al tools might one day be able to generate the genome for a novel pathogen with desired

characteristics.

Unlike Large Language Models, Al-powered biodesign tools require substantial expertise

to use, and only a fraction of the designs they come up with are successful. So the extent to
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which they could be reliably used in this scenario is not well not known at present. To the
extent these biodesign tools are thought to pose problems, many of the technical safeguards

being envisioned for Large Language Models could be utilized for them as well.

Furthermore, before an Al-generated protein or genomic sequence can affect the world, it
has to be embodied into a physical molecule. The point at which that happens --the so-called
“digital-to-physical interface”— provides additional opportunities for control. For example,
vendors of synthetic DNA— who are given DNA sequence information and produce the
corresponding DNA molecules — today are being asked to screen both the DNA sequences
they are asked to make and the customers they are making them for. If the DNA appears to be
a so-called “sequence of concern” — something that could facilitate a biological weapon — the

vendors are asked to make sure that their customers have legitimate need for those sequences.

Since DNA molecules are easy to ship across national borders — and DNA sequences even
easier -- these controls would be of limited effectiveness unless they were implemented

around the world. The same would go with any controls on the Al systems themselves.

CONCLUSION

It is encouraging that Al developers, biosecurity professionals, and policymakers are working
together on issues at the intersection of Al, cybersecurity, and biotechnology. Thinking
through these issues now is absolutely essential — particularly since, as has been stated above,
some actions that might be taken today, such as putting material into the public domain, are
irreversible. Five years from now, we don’t want to be in the position of desperately wishing

we had done something five years previously— in other words, right now.

It is also important to note that, given the incredible benefits that Al and biotechnology can
bring, any measures that might slow these fields down need to be considered very carefully
before being implemented. On the other hand, slowing down something growing at an
explosive pace could still leave it growing at a slightly less explosive pace. If that delay buys

us all some safety, it’s a good tradeoff.
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By: Prof. Gerald Epstein

“We are currently immersed in the digital era, marked by the progress of silicon nanoelectronics, which
created the most abundant artificial object on Earth: the transistor. We have fabricated ten to power ten more
transistors by humankind than the 400 Billion stars of the Milky Way .

- Prof. Adrian Mihai Tonescu, Professor, Ecole Polytechnique Fédérale de
Lausanne (EPFL)

Key Message

Prof. Adrian Mihai shared his insights and provided a global view of where nanotechnology
and Artificial Intelligence are strongly interconnected and their challenges, threats, and
opportunities. He emphasized that the convergence of these technologies should be jointly

considered. Below is his presentation on nanotechnology and Al:

The exponential progress of this technology during more than fifty years has been predicted
in Moore’s law by one of the founders of Intel, Gordon Moore, who, from only 5 data points
made a famous prediction of doubling the density of transistors every eighteen months.
Today, we fabricate more than 100 million transistors per millimeter square, with dimensions
10 times smaller than a virus, working without any error for ten years. The related industry
has one of the highest added value rates, of about 10 million, starting from an abundant

material like sand (quartz) and ending in digital products.

Figure 1.
Internet of Things Nodes =

Tiny Brains
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So, then why this nanotechnology is considered today by some a victim of its success? This
is because it was primarily designed for performance and it’s facing big challenges like poor
energy efficiency and large data proliferation. Data centers, the big brains of the cloud, are
today responsible for more than 3% of the global energy consumption but their fraction is
increasing exponentially and the projected trillion of Internet of Things nodes, the tiny brains,
are expected to explode by a factor of one thousand the hundreds of zettabyte data generated

by the middle of 21st century, making the sustainability of these technologies questionable.

In the last decade, we have experienced a profound change in the processing the digital
information enabled by nanotech, which is the Edge to Cloud ecosystem. Here, due to the
proliferation of Edge Al and low-latency autonomous systems, there is a trend of bringing
much more intelligence to the Edge. So, what is the future of edge-to-cloud processing and
related threats and challenges?

Let us first focus on the challenges of TINY BRAINS, essentially an Edge technology.
Here a bright future is foreseen by taking inspiration from nature, going fully analog, and
building neuromorphic spiking systems, end to end, inspired by the world of insects. By
processing spikes with amplitudes near one hundred millivolts. This will able to detection
and classification of events at the edge without storing or transmitting all the data, with

increased security and privacy.
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Figure 2.
Edge to Cloud Information
Processing in the Digital Era

Source: Prof. Adrian Mihai
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Imagine a new era of stochastic adaptive electronics that can learn over time and can be one
thousand times more energy efficient than the one of today, systems that are integrated in 3D
on top of existing silicon chips and will integrate new classes of nanoscale permissive devices
based on functional oxides and 2D semiconductors to build artificial neurons and synapses.
Such future Edge Al neuromorphic electronics will learn and improve their functionality

based on sensed data sets on focused customized applications.

A major consequence and paradigm change enabled by Nano-Al concerns Digital Twin
deployment. Digital Twins are digital replicas of complex systems of systems with unrivaled
prediction capability. They can be applied in many domains like smart countries and cities,
lean factories in Industry 4.0, battlefields, space exploration and, finally, to revolutionize the
healthcare of humans from reactive to proactive. This involves understanding and quantifying
to support reliable predictions of the future, which can be extended at the planetary level
and would involve global cooperation and data sharing to efficiently address all the major

sustainable development goals of the United Nations.

Figure 3:

Stochastic electronics that can learn,
1000x more energy efficient:
enabled by new sustainable
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On the other hand, there is a tremendous revolution that is happening now in the technology
of BIG BRAINS staying in the cloud: quantum technology. Quantum is based on the concept
of qubits, alternatives to classical binary bits of information, capable of exploiting the
superposition of zero and one at the same time and in the same physical space. Entangling
N qubits will allow a computer to achieve simultaneously two power N states, which for N
higher than hundreds means a fantastic computational power, impossible to tract in a classical
digital processor. Quantum is foreseen today as a cryogenic technology staying in the cloud
and complementing traditional computing for complex tasks. In the future, expectations are
enormous concerning its role in cybersecurity, quantum simulations, financial models, and

the discovery of new drugs.
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Figure 4:
Rise of Quantum Computing
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About the future of quantum, the challenge relates to developing the full quantum stack, from
the base quantum processors up to the microarchitecture and algorithms. This may be scaled
up with the help of an existing nanotechnology platform, offering integration solutions for

millions of nano-qubits, based on semiconductors and integrated nanomagnets.

Finally, the most exciting paradigm change for the BIG BRAIN technology is the resulting
Quantum Al, bringing together the two words to achieve a possible singularity and offer the
possibility to build artificial systems with much beyond human capability. This is a field
where fears should be put apart and think BIG about the future of humanity and all kinds
of implications, including expanding humanity's understanding and addressing the most
urgent planetary issues. It will involve exponential Al, enhanced data security by quantum
cryptography (both software and hardware), a combination of digital classic and quantum

technology, and even the creation of powerful future Quantum Metaverse.

There are several challenges and risks. Such Quantum Al will have the capability to break
any factoring encryption codes and will pose post-quantum cryptography challenges and
both technical and ethical concerns about the creation of artificial entities beyond human
intelligence. In this context, global policies should identify and agree on the right balance
between regulatory aspects and preserving open innovation, which necessitates global

cooperation and democratizing fair access to emerging technologies.

In conclusion, the future of Al is even brighter in the context of emerging nanotechnologies

6.

Emerging
Technologies &
Security Issues
in Emerging
Economies
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and will involve many expected and non-expected paradigm changes from Edge to Cloud!
These are exciting times for science and technology, think Big and Responsible, and don’t
be afraid!

By: Prof. Gerald Epstein

While emerging technologies present tremendous benefits, the unbalanced access and adoption of these
emerging technologies by emerging economies lead to a loss of sovereignty in critical economic sectors such
as banking and finance, infrastructure, energy, healthcare, trade, and logistics. Such a loss in sovereignty
over financial, energy, healthcare systems, etc. leads to serious security risks for emerging economies.

Dr. Youssef Travaly, Executive Chairman of AllSightsAfrica

Key Message

The advent of emerging technologies such as Big Data Analytics, Cybersecurity, Machine
Learning/Al, Cloud Computing, Blockchain, the Internet of Things (IoT), API, Biotech,
Robotics, and Energy Storage is rapidly reshaping the global economic and social landscape.
Dr. Youssef’s presentation offers a comprehensive examination of these technologies,

particularly focusing on their implications for emerging economies.

Emerging technologies such as Big Data Analytics and Machine Learning/Al are pivotal in
processing vast amounts of data to glean valuable insights. For instance, in agriculture, Al-

driven predictive analytics have the potential to significantly increase crop yields in developing
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Figure 5.

Emerging Economies Are
Losing Their Sovereignty in All
Economic Sectors.
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economies. However, the digital divide in data analytics capabilities between developed
and emerging economies poses a threat to data sovereignty and economic independence.
Emerging economies must develop their technological ecosystem for emerging technologies

as well as proper governance frameworks.

Since countries are dependent on digital infrastructure, cybersecurity is increasingly becoming
a critical issue. Emerging economies face increased risks of cyberattacks, as seen in the
widespread impact of the WannaCry ransomware attack, which affected numerous countries
including India, Russia, African countries among others. This highlights the vulnerability of

these nations to digital threats.

Energy Storage: This is crucial for the transition to renewable energy. Countries like South
Africa are investing in energy storage technologies to stabilize their grids, but access to
energy technologies is often limited, posing a challenge to energy sovereignty. This also has

an impact on data centers where the majority of data centers store African data outside Africa.
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Dr. Youssef emphasized that while these technologies provide substantial benefits, their
unequal access and adoption can lead to a loss of sovereignty in critical sectors like banking,
finance, infrastructure, energy, healthcare, trade, and logistics. This technological disparity

can result in serious security risks for emerging economies.

Real-world examples highlight the consequences of this technological divide. For instance,
the over-reliance on foreign technology in the African banking sector has raised concerns

about financial sovereignty.

Figure 5.
Few Developing Countries Have
Adopted a National Al Policy.

Source: OECD
(Organization for Economic
Cooperation and Development)
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His insights underscored the need for robust governing instruments and the modernization of
governmental institutions in emerging economies. This approach is vital to managing these
technologies effectively, ensuring that emerging economies can leverage their benefits while

protecting their sovereignty and security.
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He concluded by emphasizing that the development of national digital economies and
by extension of national data/Al economies depends to a large extent on implementing a
collaborative digital regulatory and policy framework at both national and regional level in
emerging countries. The lack of cross-institutional coordination represents a critical barrier
to the development of policy coherence and regulatory consistency. Policy harmonization
at national and regional levels is a pre-requisite to the involvement of African nations in
international cooperation aiming to addressing new and emerging security paradigms in Al-
driven world. In the short term, the Sub-Saharan African countries that could be meaningfully
involved in such collaboration and dialogue include Ghana, Kenya, Nigeria, Rwanda, South

Africa, Malawi, Mauritius, Senegal and Uganda.
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Hon. Mohamed Shareef

“Now is the time to enhance collaboration and knowledge-sharing among various stakeholders, including
governments, private sectors, and civil societies. This cooperative approach is essential to develop globally
applicable regulations that can effectively govern Al and data-driven technologies”.

- Hon. Mohamed Shareef, Former Minister of State for Environment, Climate

Change and Technology, Maldives

Key Message

The rapid advancement of Artificial Intelligence (Al) and data-driven technologies has
ushered in a new era marked by remarkable opportunities and significant challenges. Hon.
Mohammed’s critical examination focused on the imperative role of regulatory frameworks
in balancing the risks and benefits of these disruptive technologies. He discussed the swift
evolution of Al, the escalating significance of data, and the emerging security threats

accompanying these developments.

Starting with Al advancements, Al technologies have seen exponential growth, transforming
sectors from healthcare to finance. For example, Al-driven diagnostic tools have revolutionized
medical imaging, enabling early detection of diseases like cancer. However, the fast pace of

Al development raises concerns over unintended consequences and ethical dilemmas.

Relatedly, the rise of Al has heightened data security issues. This is because the surge in digital
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data has escalated security threats, evidenced by incidents like the Equifax data breach, which
exposed the sensitive personal information of millions of people. Such events highlight the

vulnerabilities in current data management and protection systems.

Similarly, privacy and ethical concerns now dominate every government agenda in both
advanced and emerging economies. The controversies over facial recognition technology used
in public spaces, for instance, underscore the tension between technological advancement

and individual rights.

The above underscores the need for robust regulations. Hon. Mohamed Shareef emphasized
the urgent need for comprehensive regulatory frameworks. He advocates for regulations that
are adaptable to the rapidly evolving technology landscape while ensuring the protection of

individual rights and societal values.

He also highlighted various ongoing government digital initiatives to promote digital
transformation and cybersecurity. The European Union’s General Data Protection Regulation

(GDPR) is a prime example, setting a global standard for data protection and privacy.

Such initiatives highlight why countries must pursue proactive regulation and international
cooperation. In his remarks, Mr. Shareef argues for proactive regulatory approaches and
international collaboration in developing these regulations. The cross-border nature of digital
data and Al applications necessitates a unified global response to effectively manage these

technologies.

He further called for enhanced collaboration and knowledge-sharing among various
stakeholders, including governments, private sectors, and civil societies. This cooperative
approach is essential to develop globally applicable regulations that can effectively govern

Al and data-driven technologies.

In summary, Mr. Shareef provided a comprehensive view of the challenges and opportunities
presented by Al and data-driven technologies. He highlights the need for robust, adaptable
regulatory frameworks and international cooperation to ensure that these technologies
are harnessed responsibly and ethically, contributing positively to global progress while

safeguarding fundamental human rights and social values.
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Dr. Vikram Sharma

Key Message

In the contemporary digital landscape, cybersecurity remains a critical concern, with
traditional cryptographic methods forming the backbone of data protection. However, the
advent of quantum computing poses new challenges and risks to these existing security
protocols. Dr. Vikram Sharma, Founder and CEO of Quintessencelabs and an expert in

quantum cybersecurity, provides insights into this evolving domain.

Quantum computing, leveraging the principles of quantum mechanics, represents a
significant leap in computational power. This new computing paradigm can process
complex computational problems at unprecedented speeds, including potentially rendering
current encryption methods obsolete. Quantum computers, with their ability to rapidly
solve mathematical problems that are intractable today, could easily break widely-used
cryptographic algorithms, such as RSA and ECC, jeopardizing the security of digital

communications and long-lived data.

The emergence of quantum computing at a “cryptographically relevant scale” necessitates
the re-evaluation of current cybersecurity strategies. The potential for quantum computers to
break existing cryptographic codes could lead to a scenario often referred to as the "quantum
apocalypse," a point in time when the confidentiality and integrity of digital information are

compromised globally.

9.
Al Technologies
and Benefits

vs Risk Discourse:

Why We Need
a Balanced
Approach
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To counter these threats, Dr. Sharma emphasizes the development of quantum-resilient
cryptographic techniques. These include a new generation of cryptographic algorithms that
are resistant to quantum computing attacks, thereby ensuring long-term data protection.
Quantum key distribution (QKD), which uses the properties of quantum physics to secure

communication channels, is another promising technology.

The era of quantum computing necessitates a paradigm shift in cybersecurity approaches. Dr.
Sharma's contributions highlight the urgency for developing quantum-resistant cryptographic
methods to safeguard against future quantum computing threats. His company represents a
critical step in ensuring data security in the quantum age, emphasizing proactive adoption of

emerging technologies.

Prof. Jaejin Lee

Jaejin Lee

“There are too many threats and some people are writing novels of the threats of Al -+ Al at its current level
is only able to mimic only 3 percent of human's ability”. We shouldnt be too swayed by doomers who are
writing fiction about the threats of Al Essentially, AI will augment human capability”

- Jaejin Lee, Professor of Al and Hyperscale Computing Department, Seoul

National University
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Key Message

In the rapidly evolving landscape of Artificial Intelligence (Al), there is an increasing tendency
to focus on potential risks and negative impacts. However, Prof. Jagejin Lee, a leading expert in
Al technology, argues for a more balanced approach that emphasizes the significant benefits
of Al Prof. Lee's perspective on Al-powered technologies and their positive implications

calls for a constructive and balanced discourse.

He highlighted that Al encompasses a wide range of technologies, including machine
learning, natural language processing, robotics, and computer vision. Machine learning,
a core component of Al, utilizes algorithms that learn from and make decisions based on
data. Natural language processing enables machines to understand and interact with human
language, while robotics integrates Al into physical tasks performed by human. Computer
vision, another crucial aspect, allows machines to interpret and act on visual data. These
technologies are rapidly advancing, driven by increased data availability, computational

power, and algorithmic innovations.

Al technologies offer transformative benefits across various sectors. In healthcare, Al
can improve diagnoses, personalize treatments, and enhance patient care. In education,
Al-powered tools can offer personalized learning experiences and assist educators in
curriculum design. In the business realm, Al enhances efficiency, optimizes supply chains,
and drives innovation. Al also plays a crucial role in addressing global challenges, such as
climate change, by improving energy efficiency and aiding in environmental monitoring.
Furthermore, Al contributes to public safety through predictive analytics and emergency

response optimization.

Prof. Lee highlighted people writing about the threats of Al in the same level as an atomic
bomb. He suggested that governments in general handled nuclear threats and risks through
regulatory regime and global coordination mechanisms. The same models could be applied
in cases where Al poses a threat to humanity. Prof. Lee emphasized that the doomers may be

exaggerating the risks posed by AL

While acknowledging the risks associated with A, such as privacy concerns, job displacement,
and ethical dilemmas, Prof. Lee argues that a disproportionate emphasis on these aspects can
hinder the development and adoption of beneficial Al technologies. A risk-centric narrative
creates fear and resistance, potentially limitting progress and innovation. It is crucial to have
a balanced view that acknowledges both benefits and risks of Al while actively working
to mitigate the latter through ethical guidelines, regulatory frameworks, and responsible Al

development practices.

10.

Emerging
Security
Questions and
Expert Views
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Prof. Lee emphasizes the importance of education in understanding Al technologies.
Increased public awareness and knowledge about Al can demystify the technology and foster
informed discussions. He advocated for a balanced approach to Al technologies, emphasizing
their numerous benefits while responsibly addressing potential risks. Embracing AI's positive
potential can lead to significant advancements in various fields, contributing to societal

progress and global well-being.

Prof. Landry Signé

In the context of the Fourth Industrial Revolution, how should the global tech governance
be involved to address the intensifying Al competition between major powers and the urgent

need for regulatory clarity in cross-border data and technology sharing?

“First, I fully agree with the positive assessment by Prof. Lee on the prospect of Al. People look
more at the risks and not enough at the benefits. The points he raises on the positive benefits of the
technologies are critical and bring important opportunities globally and in emerging countries.

I addressed some of these issues in my recently published book “Afiica Fourth Industrial

Revolution” (Cambridge University Press, 2023). I want to bring a global south perspective:
people think about privacy, sovereignty, revenue sharing, inclusion, tech transfer, developing
technologies, and not just consuming, sharing benefits of technologies. These issues suggest that
the global south must be included in conversations regarding technology policy and governance.
But with regards to your question Prof. Xue Lan, permit me to extend an invitation to all of us to

download our recent publication through Brookings, “A Blueprint for Technology Governance in

Post-Pandemic World” on emerging technology governance where we lay out steps on emerging

1l

tech agile governance, including AI. Thank you.’

Dr. Gerald Epstein

Drawing from your experience at the OSTP and the Department of Homeland Security, what
are the key lessons learned in managing biosecurity risks in the face of rapidly evolving

technological landscapes?

“Before I answer, we need to know what should be regulated and who should regulate technology.
We need to look at models and control models, can we control access to computing power; limit
access to models, limit access to data? Another thing to look at is data, we have to know that by
itself, it cannot influence the real world unless it is attached to a physical instrument/object to

propagate harm.
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If we refer to the DNA sequence, someone has to take that sequence and turn it into a DNA
molecule. If people who are ordering it will create harm, then we need to regulate ---
Potential benefits ---If regulation is going to slow growth and slow innovation we will have a field
that is growing slowly but still fast, which means that regulation is just buying time.

We need global cooperation to ensure proper regulations”.

Prof. Adrian Mihai Ionescu

How does the advancement of nanotechnology impact global security, particularly in the

context of defense and surveillance? And what is your view on global regulatory trends?

“I'm coming from Switzerland and Europe which are very sensitive to human rights aspects and
governance of emerging technologies. First, [ would highlight to convergence between Al and
Nanotechnology. The question in Europe is how to balance regulation and promote innovations.
Europe in general is a pioneer leader in regulations. We learned that you need a right balance
to regulate and anticipate risks while not jeopardizing innovation and benefit for humanity. If
you look at some of applications, whole set regulations will not work. We need to have a public-
private partnership. Consider digital technology and digital twin, and how it is promoting all the
sustainable development goals based on data Al and other emerging technologies. Maybe the

focus should be more on promotion at this point instead of regulation”.

Dr. Vikram Sharma

How should global cybersecurity policies evolve in response to advancements in quantum

computing?

“I agree with your assessment that treating Al as an isolated domain doesn't make sense because
of the convergence of technologies. There are many Al implications across various domains.
For example, Al and Quantum. Governments and organizations that cross-cut across these
technologies should collaborate to create cross-cutting regulations and standards for convergence
technologies, in my view. Separating them as an individual technology doesn t make sense and

will not be effective”.
Dr. Youssef Travaly
How can the uneven adoption and adaption of 4IR technologies be addressed to ensure a

broader access in emerging countries? How would you advise the secretary general of the
UN in this regard?

CONCLUSION

“Accelerate policy development and institutional reform, which will force collaboration,
especially between governments and the private sector. This is embedded in ITU models. Such
collaboration will drive technology adoption and diffusion, and African governments need to

develop their institutions to catch up”.

Prof. Jaejin Lee

How to make people understand science and technology to avoid doomsday scenarios of

emerging technologies?

“It seems like a simple question but actually, it is very hard to answer because people are sensitive
to media reports which propagate the risks of emerging technologies. First, we need to educate
media houses about these technologies. Second graduates and undergraduates need to be
educated well because even they hallucinate about the dangers of these emerging technologies -+

Education is the key”.

Hon. Mohamed Shareef?

What advice would you give to governments to promote the adoption of emerging

technologies?

“Al is advancing and will keep advancing towards general AL It is part of us and will continue to
be part of us -+ So, we need to know this technologies --- We need to start with digital, Al and data
literacy and build a generation that will be able to anticipate technologies and take a proactive

action to a principle-based, right-based approach to developing our Al-driven societies”.

With in-depth discussions on rising security implications of the latest emerging technologies,
the 2023 World Emerging Security Forum proposed the following recommendations and
suggestions so as to foster a greater understanding of the multifaceted security landscape as-
sociated with the latest technological breakthroughs, thereby avoiding alarmism while guard-

ing against threats, risks, and pitfalls of disruptive technologies.

1. Make a sober assessment of emerging technologies while avoiding alarmism
® As the pace of the development of emerging technologies overtakes the ability to govern
them, it is critical for policymakers to have the most up-to-date understanding of the status

of the latest technological breakthroughs and assess the potentials and pitfalls thereof.
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® The risks associated with emerging technologies are diverse and evolving. Cybersecu-
rity threats are escalating in complexity and scale, targeting to endanger critical infra-
structure, financial systems, and personal data. The misuse of Al in surveillance and data
manipulation pose threats to individual freedom and democratic institutions. However,
disproportionate emphasis on risks and hazards of technological innovations will jeop-
ardize the opportunities of harnessing the potentials of those technologies for greater
safety and benefit of humanity.

® The unprecedented rapid success of large language models (LLMs) such as ChatGPT
and ERNIE, has renewed interests in the risks and security issues of Al and has led
to wide-spread fears of emerging technologies in different sectors. Emerging evidence
across different domains and sectors suggests that Al and other emerging technologies
can cause real harms including cyber-attacks, misinformation and disinformation, and
potential loss of human control. Policymakers need to conduct an in-depth assessment
of risks in each domain and take a risk-based approach to regulating and governing Al.
Consider Al models in bioengineering (bio economy) or in autonomous driving (trans-
portation sector).

® There are real and perceived fears of technological dominance by Al and emerging
technologies. Some countries with large private players dominate the Al field, which is
leading to serious questions on data ownership and sovereignty. Those with computing
powers and dominant expertise in Al and data processing and utilization possess dis-
proportionate power over “weak-on-Al- economies”. Policymakers need to seriously
consider how their countries and regions can become active participants instead of just
being “consumers of Al services”, data colonies for others, and likely to become victims
of Al bad actors.

® Relatedly, the dominance by a handful of countries and a few monopolistic Al and tech
companies raises new questions on “data colonialism” and the ability of “weak-on-Al”
economies in both advanced and emerging countries to respond individually to threats
to their security and sovereignty in different sectors. EU, for example, is able to present
a united front to regulate Al through the General Data Protection Regulation (GDPR),
the proposed Al act (AIA), and the Carbon Border Adjustment Mechanism, and digital
taxation regimes, among others of regulatory and policy schemes. But how can “weak-
er” countries respond to this emerging Al technological dominance? Regional collabo-

ration is becoming increasingly important to address these issues.

2. Build capacity for agile governance with multi-stakeholder collaboration
® Generative Al has shown that it is possible to hack in a couple of minutes government’s
digital infrastructure. The era of quantum computing necessitates a paradigm shift in

cybersecurity approaches. The advent of the fourth industrial revolution technologies

such as machine learning, blockchain, robotics, and 1oT is rapidly reshaping the global
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economic and social landscape.

® New technologies call for agile governance with multi-stakeholder collaboration, by
which those critically affected — whether individuals, groups or countries — can collec-
tively make informed decisions in swift response to the latest developments of technol-
ogies.

® While the latest ideas floating around about the global regulation of Al often make a
reference to nuclear technology governance such as the NPT, one can also take note of

another kind of more distributed governance such as CERN.

3. Complexities in regulation and governance of AI and emerging technologies

® While the consensus on the benefits and risks of Al and other emerging technologies
is becoming clear, there are diverse views on how to reap the benefits of Al while reg-
ulating its risks. The convergence of Al with other technologies including nanotech,
biotech, and quantum among others, increases the complexities of proper regulatory
and governance responses. While some quarters are advocating for self-regulation and
governance, “risk-based approaches”, “hard regulations”, or “multi-stakeholder and
regional interventions”. These debates are likely to remain in the foreseeable future.
Policymakers in different jurisdictions should update themselves of these emerging dis-
cussions. They should also consider establishing guardrails as well as safety and usage

standards to safely guide consumers/users from Al harm.

4. Engage scientists seriously in the decision making process involving technologically
complex issues

® With all complexities and uncertainties emanating from the latest technological devel-
opments, it would be risky for only policymakers to make a final decision on the use and
misuse/abuse of the latest technologies.

® Whether for promotion or regulation of technologies, the best expertise must be sourced
from the most credential segment of the scientific communities around the world. This
would greatly relieve the anxiety of general citizens as a result of emerging techno-
logical manipulation or misuse, especially at the time of securitization of science and

technology.
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Run of Show
TIME APPROVED PROGRAM SPEAKERS
14:50 PM ~ 14:55 PM Tour De Table/Introductions of Panelists Session Chair
(Prof. Xue Lan)
14:55 PM ~ 15:03 PM Generative Al, Emerging Security Risks and Prof. Landry Signé

Implications for Technology Governance

15:03 PM ~ 15:10 PM Biosecurity and Emerging Technologies: Reflections Dr. Gerald Epstein
on Emerging Questions for National and Global

Security

15:10 PM ~ 15:17 PM Nanotechnology and New Questions for Global Prof. Adrian Mihai Ionescu
Security

15:17 PM ~ 15:24 PM Cyber Security Risks in the Era of Emerging Dr. Vikram Sharma
Quantum Computing

15:24 PM ~ 15:31 PM Emerging Technology & Securities Issues in Emerging ~ Dr. Youssef Travaly
Economies

15:31 PM ~ 15:38 PM Shaping Regulatory Frameworks in the Era of Hon. Mohamed Shareef

Disruptive Emerging Technologies

15:38 PM ~ 15:42 PM AT and Emerging Issues in Korea Prof. Jaejin Lee

15:42 PM ~ 16:10 PM Roundtable Questions to Panelists, Q&A and Closing Session Chair
(Prof. Xue Lan)

Prof. Xue Lan, Dean of the Institute for Al International Governance of Tsinghua University

Prof. Lan is noted for both his positions on many research and educational councils as well as
his work in global governance, crisis management, and science, technology, and innovation
policy. He sits on the World Economic Forum Steering Committee on Al Governance.
He serves as the Director of China's National Expert Committee on Next Generation Al
Governance, a member of the UN Committee of Experts on Public Administration, and a
member of the Internet Governance Forum Leadership Panel. He is also an adjunct professor

at Carnegie Mellon University and a Non-Resident Senior Fellow at Brookings Institution.
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Dr. Landry Signé, Executive Director and Professor, Thunderbird School of Global
Management in Washington, D.C.; Co-Founder, Fourth Industrial Revolution Global
Initiative; Senior Fellow, The Brookings Institution; Distinguished Fellow, Stanford

University

Professor Landry Signé is a world-renowned professor, extraordinary global leader, award-
winning author, disruptive innovator, and pre-eminent future-oriented thinker who bridges
ideas and actions, and private and public sectors to solve some of the world’s most complex
challenges and maximize some of the most promising opportunities, winning over 80
prestigious awards and distinctions; with over 200 academic and professional publications;
and over 1,000 keynotes, speaking and thought leadership engagements. He received the
fastest reported tenure and promotion to the highest rank of full professor in the history of
the U.S. universities for a scholar who started at an entry-level position in his discipline,
and cumulates over 20 years of distinguished experience as Managing Director, Executive
Director, Executive Chairman, Extraordinary Professor, Distinguished Fellow, and Senior
Fellow, among others, including in top institutions such as Thunderbird School of Global
Management, the Brookings Institution, Stanford University, the University of Oxford, the
World Economic Forum, the Wilson Center, and Georgetown University. He often briefs top
global leaders, including heads of state, heads of international organizations, and CEOs of
global multinationals, and often briefs or testifies before the United States Senate, the U.S.

House of Representatives, and the U.S. International Trade Commission, among others.

Professor Signé’s achievements have been recognized internationally with dozens of
distinctions for his academic, policy, business, and leadership accomplishments, including
as an extraordinary professor, prolific author, cutting-edge scholar, exemplary and dedicated
academic leader, innovative entrepreneur, sought-after strategic thinker, problem-solver,
board member, and keynote speaker. He was named one of the World Economic Forum “[top
50] foremost future-oriented thought leaders” in the world, a World Economic Forum Young
Global Leader for “finding innovative solutions to some of the world’s most pressing issues;”
one of “Apolitical’s 100 Most Influential Academics in Government” in the world; one of the
“100 Most Influential Africans in the World” and “Thought Leader Extraordinaire” by New
Africa Magazine; and one of the “most creative thinkers” by the Carnegie Corporation of

New York; among others.
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Dr. Gerald Epstein, Contributing Scholar, Johns Hopkins Center on Health Security

Dr. Epstein is a Contributing Scholar at the Johns Hopkins Center for Health Security. He
joined the center after retiring from his position as Distinguished Fellow at the National
Defense University’s (NDU’s) Center for the Study of Weapons of Mass Destruction, where
he addressed challenges posed by nuclear, chemical, and biological weapons, particularly
the security implications of advanced life sciences, biotechnologies, and other emerging and
converging technologies. He came to NDU from the White House Office of Science and
Technology Policy (OSTP), where he was Assistant Director for Biosecurity and Emerging
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nanolab.epfl.ch/) of EPFL. His group pioneered steep slope transistors (tunnel FETs and
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and CATRENE. He was the leader of the strategic report “Towards and Beyond 2015:
technology, devices, circuits and systems” provided to the European Commission and served
as a roadmap to semiconductor industries. lonescu was involved in the preparation of the
FP6, FP7, and H2020 Calls of the European Commission in the fields of Nanoelectronics,

Micro/nanosystems, and Future Emerging Technologies.
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Dr. Vikram Sharma is the CEO and founder of QuintessenceLabs, a global leader in quantum
cybersecurity. He has over 20 years of experience in building and managing technology
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Stanford University, and a doctorate in quantum physics from The Australian National
University. He was presented with the Pearcey State Award for Entrepreneurship in 2013.
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and has demonstrated leadership in bringing advanced technologies and innovations from the

laboratory to the market in an economically sustainable manner.

Jaejin Lee is a professor in the Dept. of Data Science/Graduate School of Data Science
(Dean) and the Dept. of Computer Science and Engineering/College of Engineering at Seoul
National University (SNU).

He is also the director of the Centre for Optimizing Hyperscale Al Models and Platforms
(CHAMP) and the leader of the Thunder research group. He received his Ph.D. in Computer
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