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As disruptive innovations based on
emerging technologies such as Al, quan-
tum, and advanced biotechnology spread
globally, structural changes in internation-
al relations and the world economy are
facing structural changes, with emerging
security patterns also rapidly changing.

In particular, the rise of technological he-
gemony is triggering the so-called new
Cold War and expected to continue in
the future. The importance of securing
technological sovereignty through careful
analysis of the latest technologies is thus
increasing with changing environments
and patterns of wars and militarized con-
flicts such as autonomous weapons or
cognitive warfare.

Against this background, the World New
Security Forum (WESF), which started
in 2021, has provided a global forum for
understanding the rapidly changing glob-
al security environment and identifying
key challenges. This year, along with the
evolution of various global security threats
and cyber threats due to the advancement

of Al technology, the event was prepared

to analyze the global resource competition
surrounding securing key minerals, batter-
ies, chips, etc., which have emerged as
the core of the competition for technologi-
cal hegemony.

Domestic and foreign experts who partic-
ipated in this forum emphasized the im-
portance of international solidarity in uti-
lizing the infinite potential of science and
technology for common human values
and peace. In particular, they all highlight-
ed the importance of resilience to rapid-
ly changing security threats of multiple
dimensions, as uncertainty in the global
political economy expands. In addition,
South Korea, which has risen to the ranks
of technologically leading countries, is re-
quested to play a more active role in me-
diating conflicts in the international com-
munity as a middle power in international

relations.
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8 6: DjiTo A8 7hsEt \
ofX}fEt |& . B The Quantum Enabled Battlespace

(E* 1 NATO, 2023)

:‘*‘w_ for Asw k" [ Seofe bl J
Utrasensitve acoustic, [—M"':——-:;':"'——P_E ."'---.., [ s | ~ 4

H3: 3 20H0 YRS
22 A 2 Tk I3 24

(&X : Nature, 2024) Type Risk Example
Known Privac Quantum computers could break encryption standards, resulting in unauthorized
knowns Y access to sensitive data.
Known Securit Breaking of encryption standards could reveal government secrets, with national
knowns Y security implications.
Known Oversi Quantum algorithms could be difficult to reverse-engineer, hindering transparency
versight -
knowns and auditing.
Known - ) ) ) . L .
Knowns Sustainability Energy-intensive computing will have a negative impact on the environment.
Known The synthesis of new molecules might create chemical or biological weaponry that
Just war p f
unknowns could breach just-war requirements.
Known Compound Quantum tools will exist in an ecosystem with other technologies, such as artificial

intelligence, compounding the risks posed by those technologies(including undue

unknowns - risks discrimination, responsibility gap and limited transparency).

Quantum tools will rely on specific materials and hardware that might not be available
domestically. This could create a dependence on exports from another country,
undermining strategic autonomy.

Known Strategic
unknowns  autonomy

Known
unknowns

Quantum sensors could undermine the invulnerability of submarines and weaken

Securit )
¥ nuclear-deterrence regimes.
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- Xt 0|0 A& A|AEI(Quantum Imaging Systems)2 H|3l ™A} ZH2|Qt JICHE R 7|
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- (FU-2 @F 27IMA JiE S8 o= = dAIEERIY, SLRY, 15 20|1M =5
ANAE SE WY SO0|H, O=2 AR GPS b=l 88, RE2 2862 ALY

ox{ O o 5
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Space surveillance Solar Telescope(USA)

Satellite early warning
and reconnaissance
system

Space Based InfraRed
System(USA)

Satellite communication
GOVSATCOM(Europe)
system

Satellite navigation
system

Galileo system 2nd
Generation FESA48(Europe)

Space control Falcon Heavy Space X(USA)
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- (EU HHE{2|H(Battery Regulation) 2! SHAIRIXIRHEH(CRMA)) HHE{Z| XHEFR o|F 35 & &
XY 314 I8 7820304 7|1& 2I& 80% S). G X2 10%, 7+2 40%, MEE 25%
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02 2 2o s a6 2008 w2 2
= Electric Vehicle WEV Battery Recycling = Personal Mobility
Forecast of global PM market size

Forecast of global EV market size Forecast of global EV recycling market size
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Bulking up in batteries

Chinese investments into the global EV battery supply chain are booming

® Hungary @ United States @ Spain @ France ® United Kingdom @ Germany @ Indonesia @ Other

2022 KAl €5bln €1bln | €1bln

2020 €2.1bln €4.4bln I

2019

2018 . €1.7bln

€0bln 2 4 6 8 10 12 14
Source: Rhodium Group | K. Hamlin | Breakingviews | May 23, 2023
@ HMAUEE MTHAMUILAXI, HIIXt S HELAMN E+H0IH, =2 8™ S=
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@ (BM) EU= BHICHHE SAIGHH el AMS J1=0 e H#THE 015X JI&(T!
ZH A, 30| R&DE E X6t £XIE &HHGHH, Z2X Z4 MHOZ ‘M
Xt 4 (strategic autonomy)’'S ZaI6HH FR= OETE FFE 10Xt &

- FHOFEAR-(EOE 238 REBMAEN UH 0|F 26 R ML L
312 @Ist 50 A=l(Advancing European economic security: an introduction to five
new initiatives, '24.1. /2 YHoIH S5 S&=, a4l Q1Z2t0] et S2|&-A0|H &
o 71&s0tE Y RF, AH &M 7|3t I E &2 IR0l t3dtY| flot Mes ‘&
T, 8BS, 3= SO OrEg (et &7 |2l o, 2024)
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Market size Trade Military Nr of .in ...3 main 3 largest Nr of in strat
(GDP, openness expenses dependent strat origins importers  dominant sectors
billion USD) (%) (share of products... sec products

GDP, %)

1)CHN(63%)  1)EU(17%)
USA 23315 19 35 494 155 2)EU(10%)  2)CAN(15%) 68 28
3)CAN(7%)  3)MEX(15%)

1)AUS(45%)  1)EU(17%)
China 17820 30 16 205 67 2)BRA(13%) 2)USA(16%) 704 220
3)IDN(B%)  3)HKG(10%)

1)CHN(55%)  1)CHN(21%)
Japan 5006 30 1 538 168 2)AUS(12%)  2)USA(17%) 26 15
3)EU(10%)  3)EU(10%)

1)CHN(44%)  1)CHN(25%)

Republic of
1818 69 28 561 183 2)AUS(21%)  2)USA(14%) 6 4
South Korea
3)EU(7%) 3)EU(10%)
1)CHN(65%)  1)USA(18%)
European
Unl 17316 30 0.0*/1.5** 430 143 2)VNM(5%) 2)GBR(13%) 289 94
nion

3)GBR(4%)  3)CHN(11%)

Source: World bank WDI, SIPRI, Lefebvre and Wibaux(forthcoming) based on CEPII-BACI
Note: *EU level **Weighted average at Member State level.
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@ Power players @ Traditional champions

South Korea
$1.95bn

us
$2.03bn

Germany
$3.31bn

Source: National Al strategies

® Risingstars @ Wakingup @ Nascent

China
$22.5bn
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Altrust and acceptance Alin the workplace

* Three in five (61 percent) are wary sbout trusting Al systems. %, * About half are wiling to trust Al at work

* 67 percent report low to mederate acceptance of Al . with or Al use for HR and
Al use in human resources is the least trusted and accepted

people management.
* Two In five balieva Al il raplace jobs in thair area of work-

( Globalkey ) _. M e
fmmngs e

* 82 percent want to know more about Al.

use i
wihila Al use in healthcara is the most trusted and accaptad

Potential Al henefits and risk

« 85 porcont balieve Al rsults in a range of benafits.
= Yet only half of respondents balieve the banafits of Al cutweigh
the risks.

« Top concem is cybersacurity fisk 3t 84 parcant.

Whois trusted todevelop and

Alattitudesvary

govern Al? ‘
positive about Al than people i
govemment
and commercial organizatians to develop, use and govern Al RBSDUI'ISIIHE AI
« 97 percent strongly endorse the principles for trustwarthy Al
* Threa in four would be more willng t@ trust an Al system when assurance mechanisms are in place.

« 71 percent expect Al to be regulated
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Cyber threat concern vs preparedness
(showing % ranked 1-3)
42%
Y 38%
33%
)
31% 27%
CISO/CS0 leaders
are more likely to
rank ransomware in
their top three most
concerming cyber
threats (42%)"
Cloud-related Hack-and-leak  Third-party Attacks on Ransomware
threats operations breach connected
products

@ U HIE T2 (WEF)2] <2023-24 Global Risks Survey>HIM = G EEH 9t ALO]
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armed conflict

igration

Risk categories | Economic | Environmental | Geopolitical | Societal | Technological




034

J2121:20244 387]
AME AT XN
(& : Gartner, 2024)

12 22:20234 427|~
20244 387

501 A5 2|AT &9
(&R : Gartner, 2024)

Exploration of Emerging Technologies &
Emerging International Security Issues and
Expansion of Global Networks

O [I=0 HEX HEI|S
AT B A ED 59

Al

HA=2
e

1~28 H e A= Ol

8% AHX|

Al

=

S

A 1E7E 2718 &9
5| Al= gt ofd 340

of
2-80] Tt 2140] of

—_

[ S |

10 W 7+ al2fet el A30ME SPIEE, Al 7= &

)12l Gartnerllid= 271€2 20019 A5 2
H3ok=0l, 20244 327| <Quarterly
Emerging Risk Report>0l OJotH Jl= &+ d|A3JF 8= JHE BE20d

A, AO[H SQH0] 22} 591, 671,

50 A5 B AT0ME Al H A0 Ot A 2| AT T 1~29 Xt
At M 271 S A% 191 XHAJol ALOIH £21011M Al

o
< w2 AAE

3Q24 Emerging Risk Universe Map

# | Riskcategory Risk Name

A L[] Al-Assisted Misi
B | ®Technological | Al-Enhanced Malicious Attacks . Technological impact
c |e i Al Property Control O High
D | ®Technological | Energy Shortages * )
E |e i Driven | (O Medium
Al Risks o Low
F (e i IT Vendor Criticality *
G (e i lisali Al Ambition .
Time Frame
H ° i Soft Targets
1 | ePolitical Globally Elections [ within 1 year
1 | ®Political New Geopolitical Partnerships [ 1-2 years
K ® Political Unsettled Regulatory and Legal
Environment * [ 2+ years
L |®Talent Decline in Employee Productivity
M | ®Talent Employee Misuse of Al . )
N | ®Talent Misaligned Organizational gélgate & Political I Top 5 Risk
Talent Profile B Other Risk
© | ®Talent Shifting Attitudes About *
In-Person Work
P Climate & ESG Climate Activism
Q Climate & ESG Extreme Heat Consequences
R | ®Economic Consumer Spending Slowdown | ¥
s | ®Economic Delayed Interest Rate Lowering lote Bt ' e e,
T | ®Economic i B
Rank  4Q23 1024 2Q24 3Q24
1 Mass Generative Al Al-Enhanced Malicious | Al-Enhanced Malicious |Al-Enhanced Malicious
Awvailability Attacks Attacks Attacks
Escalating Political Al-Assisted Soft Ransomware -
2 . .g - . IT Vendor Criticality
Polarization Misinformation Targets
3 Cloud Caoncentration Escalating Political Escalating Political Unsettled Regulatory
Risk Polarization Polarization and Legal Environment
. Misaligned .
Overzealous Cost Globally Consequential . Globally Consequential
4 ) ) Organizational Talent )
Cutting Elections ) Elections
Profile
Market Effects From Misaligned . Misaligned
. . - Al-Assisted .
5 Higher Borrowing Organizational Talent . . Organizational Talent
. Misinformation Ny
Costs Profile Profile
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27%
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Firewalls for Al
L
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with third parties

Ensuring personal data isn’t shared
9%

(&% : UK Government, 2024)

We employ an external provider
Login / Password protection [
Policies around usage [k
Protection built into software JeEA

Al-driven Attack Signal Intelligence
(e.g. Vectra)

.(J'I 15} . a

GDPR and data protection risk

assessment
Cyber essentials accredited 3%
Cyber insurance 2%
2%

Staff training around cyber security
29%

Don't know
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Dr. Marietje - International Policy Director, Cyber Policy Center, Stanford
Schaake University

- Human-Centered Artificial Intelligence

Dr. Ng Seek - Director of Al Technology, Al Governance, Singapore

Kiong - Al and National Innovation System

Ms. Beena - Global Head of Deloitte Al Institute, Deloitte

Ammanath - Al Ethics

Mr. Joris - Strategy Lead & Deputy Director, WEF Center for the Fourth
Cyizere Industrial Revolution, Rwanda

- Al Governance at WEF

Mr. Alain - Head of Al, WEF Center for the Fourth Industrial Revolution,
Ndayishimiye Rwanda

- Al Tech Development
Dr. Rediet - Fellow at Harvard Society of Fellows & Assistant Professor at UC
Abebe Berkeley

- Al and Inequality

Dr. Anu - Professor of Law, Columbia Law School
Bradford - Al and Big Tech Regulation

Ms. Stephanie - Head of Policy, Partnership on Al (PAI)

Ifayemi - Al Standards and Policy
Mr. Anir - Policy Advisor, Government of Bangladesh / United Nations
Chowdhury Development Programme

- Al and Digital Promotions Policy

Dr. Hammam - President, KORIKA - Indonesia
Riza - Artificial Intelligence in Indonesia
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Dr. Renee - Professor of Al Governance, Columbia University
Cummings - Al for Social Good and Social Justice
Mr. Jacob - Senior Fellow in the Indo-Pacific Security Program, Center for a
Stokes New American Security

- Al and Great Power Competition
Dr. Lance - Senior Physical Scientist; Professor of Policy Analysis, RAND
Menthe Corporation

- Military Application of Al
Dr.V.S. - Walter P. Murphy Professor of Computer Science, Northwestern
Subrahmanian University

- Deepfakes, Machine Learning for Security Problems
Dr. Vincent - Director of the Governance of Artificial Intelligence Programme,
Boulanin Stockholm International Peace Research Institute (SIPRI)

- Autonomous Weapons Systems
Dr. Darren J. - Senior Lecturer, Australian National University
Lim - Defence Studies, Politics and International Relations
Dr.Urs - Dressor of Public Policy, Technology University of Munich &
Gasser Harvard Berkman Klein Center

- Technology Governance
Mr. Onni - Consultant, Institute for Al Policy and Strategy
Aarne - Compute and Governance of Al
Dr. Paul - Executive Vice President and Director of Studies, Center for a
Scharre New American Strategy (CNAS)

- Unmanned and Autonomous Systems
Ms. Ainikki - Policy Analyst, Office of Science and Technology Policy (OSTP)
Riikonen - Al and Information Systems in the International Competition
Dr. Li Ang - Codirector, Center for Scalable Computing and Analysis, RAND
Zhang Corporation

- Applying Machine Learning on Defense and Military Technology Policy
Dr. Edward - Dressor of Policy Analysis, Pardee RAND Graduate School
Geist - Potential Impact of Emerging Technologies on Nuclear Strategy
Dr. Aaron B. - Acting Associate Director, Acquisition and Technology Policy
Frank Program, RAND Corporation

- Analytic Tradecraft, Decision-Support Tools for Analyzing Complex

Security Issues

Dr. William - Senior Behavioral and Social Scientist, Professor of Policy
Marcellino Analysis, Pardee RAND Graduate School

- Al Technology Application, Acqusition
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Dr. John - Professor, Department of Electrical Engineering, UCLA
Villasenor - Information Technology, Artificial Intelligence
Mr. Fabio - Deputy Permanent Representative of Italy, NATO
Rugge - Cyber Security, Artificial Intelligence
Dr. Andrew - Director of Emerging Technology, National Security Council, The
Lohn White House

- Policy in Al and Cybersecurity
Dr. Diana - Defense Department Fellow, Center for Security and Emerging
Gehlhaus Technology; Department of Defense

- Human Resource Management in Artifi